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The first test prep guide for the new ISC2 Certified Secure Software Lifecycle
Professional exam

The CSSLP (Certified Secure Software Lifecycle Professional) is a new
certification that incorporates government standards and best practices for secure
software development. It emphasizes the application of secure software
methodologies during the software development cycle. If you're an IT
professional, security professional, software developer, project manager,
software assurance tester, executive manager or employee of a government
agency in a related field, your career may benefit from this certification.

Written by experts in computer systems and security, The CSSLP Prep Guide
thoroughly covers all aspects of the CSSLP certification exam, with hundreds of
sample test questions and answers available on the accompanying CD.

The Certified Secure Software Lifecycle Professional (CSSLP) is an●

international certification incorporating new government, commercial, and
university derived secure software development methods; it is a natural
complement to the CISSP credential
The study guide covers the seven domains of the CSSLP Common Body of●

Knowledge (CBK), namely Secure Software Concepts, Secure Software
Requirements, Secure Software Design, and Secure Software
Implementation/Coding and Testing,Secure Software Testing, Software
Acceptance, and Software Deployment, Operations, Maintenance and Disposal
Provides in-depth exploration and explanation of the seven CSSLP domains●

Includes a CD with hundreds of practice exam questions and answers●

The CSSLP Prep Guide prepares you for the certification exam and career
advancement.
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The first test prep guide for the new ISC2 Certified Secure Software Lifecycle Professional exam

The CSSLP (Certified Secure Software Lifecycle Professional) is a new certification that incorporates
government standards and best practices for secure software development. It emphasizes the application of
secure software methodologies during the software development cycle. If you're an IT professional, security
professional, software developer, project manager, software assurance tester, executive manager or employee
of a government agency in a related field, your career may benefit from this certification.

Written by experts in computer systems and security, The CSSLP Prep Guide thoroughly covers all aspects
of the CSSLP certification exam, with hundreds of sample test questions and answers available on the
accompanying CD.

The Certified Secure Software Lifecycle Professional (CSSLP) is an international certification●

incorporating new government, commercial, and university derived secure software development methods;
it is a natural complement to the CISSP credential
The study guide covers the seven domains of the CSSLP Common Body of Knowledge (CBK), namely●

Secure Software Concepts, Secure Software Requirements, Secure Software Design, and Secure Software
Implementation/Coding and Testing,Secure Software Testing, Software Acceptance, and Software
Deployment, Operations, Maintenance and Disposal
Provides in-depth exploration and explanation of the seven CSSLP domains●

Includes a CD with hundreds of practice exam questions and answers●

The CSSLP Prep Guide prepares you for the certification exam and career advancement.
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Editorial Review

From the Back Cover

A valuable resource for preparing to take the Certified Secure Software Lifecycle Professional (CSSLP)

The steady rise of losses incurred by organizations from both insider and outsider attacks can, in large part,
be attributed to a grave lack of software security. This increased abuse of software vulnerabilities has
prompted government-imposed regulatory and compliance requirements. Enter the CSSLP exam. As a
natural complement to the Certified Information Systems Security Professional (CISSP) credential, the
CSSLP is a globally recognized standard of achievement and establishes an industry standard regarding the
holder's knowledge and understanding for applying best practices when delivering secure software. This
essential guide prepares you for taking the CSSLP examination while enforcing the belief that secure
software should be an integral part of the software lifecyle directly from conception.

Ronald L. Krutz and Alexander J. Fry walk you through the seven domains within the CSSLP's Common
Body of Knowledge (CBK): secure software concepts, secure software requirements, secure software design,
secure software implementation/coding, secure software testing, software acceptance, and lastly, software
deployment, operations, maintenance, and disposal. They address the fundamental security concepts of
confidentiality, integrity, availability, authentication, authorization, and auditing, and convey the key
concepts and principles that the CSSLP embodies. The combination of this essential information along with
hundreds of featured review questions thoroughly prepares you for taking the CSSLP examination.

The CSSLP Prep Guide covers vital topics in the area of software security in addition to imparting beneficial
insight for taking the Certification exam, and covers topics such as:

Translating security requirements into application design elements●

Testing for security functionality and resiliency to attacks●

Developing secure code●

Identifying and mitigating software security abuse●

Dealing with security implications during software development●

Countering the increasing threats against software vulnerabilities●

About the Author

Ronald l. Krutz, PhD, PE, CISSP, ISSEP, is a senior information system security consultant. He has more
than thirty years of experience in distributed computing systems, computer architectures, real-time systems,
information assurance methodologies, and information security training. He holds B.S., M.S., and Ph.D.
degrees in electrical and computer engineering and is the author of bestselling texts in the area of information
system security.

Alexander J. Fry, CSSLP, CISSP, ISSAP, ISSEP, LPT, is Principal Security Consultant at Strong Crypto
LLC. He is active in the software assurance community and involved in web application security education
and training.



Users Review

From reader reviews:

Mora Miller:

Why don't make it to be your habit? Right now, try to prepare your time to do the important behave, like
looking for your favorite reserve and reading a guide. Beside you can solve your condition; you can add your
knowledge by the e-book entitled The CSSLP Prep Guide: Mastering the Certified Secure Software
Lifecycle Professional. Try to stumble through book The CSSLP Prep Guide: Mastering the Certified Secure
Software Lifecycle Professional as your close friend. It means that it can to be your friend when you sense
alone and beside associated with course make you smarter than in the past. Yeah, it is very fortuned in your
case. The book makes you far more confidence because you can know everything by the book. So , we need
to make new experience as well as knowledge with this book.

Jane Rich:

The publication with title The CSSLP Prep Guide: Mastering the Certified Secure Software Lifecycle
Professional includes a lot of information that you can understand it. You can get a lot of advantage after
read this book. This book exist new information the information that exist in this reserve represented the
condition of the world currently. That is important to yo7u to be aware of how the improvement of the world.
This kind of book will bring you within new era of the glowbal growth. You can read the e-book on the
smart phone, so you can read the item anywhere you want.

Cynthia Briscoe:

In this era globalization it is important to someone to obtain information. The information will make anyone
to understand the condition of the world. The healthiness of the world makes the information simpler to
share. You can find a lot of personal references to get information example: internet, newspaper, book, and
soon. You can observe that now, a lot of publisher which print many kinds of book. Often the book that
recommended for your requirements is The CSSLP Prep Guide: Mastering the Certified Secure Software
Lifecycle Professional this publication consist a lot of the information in the condition of this world now.
This specific book was represented so why is the world has grown up. The vocabulary styles that writer
make usage of to explain it is easy to understand. Often the writer made some investigation when he makes
this book. Here is why this book suited all of you.

Kristy Moore:

Within this era which is the greater person or who has ability to do something more are more special than
other. Do you want to become certainly one of it? It is just simple strategy to have that. What you have to do
is just spending your time little but quite enough to have a look at some books. On the list of books in the top
record in your reading list will be The CSSLP Prep Guide: Mastering the Certified Secure Software
Lifecycle Professional. This book and that is qualified as The Hungry Hills can get you closer in turning out
to be precious person. By looking upwards and review this book you can get many advantages.
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