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The current struggle between I T security and computer hackersis reaching crisis
point. Corporate dependency on computers and the Internet as well as the rapid
spread of broadband into more households has resulted in afeeding ground for
hackers around the world. Estimated damage costs are now making their way
into the billions. The need for some good advice islong overdue.

Robert Schifreen, a self-confessed ex-hacker, made history in 1985 when he
became the first person in the world to face ajury trial in connection with
computer hacking. His subsequent acquittal in the High Court led to achange in
UK Law and the introduction of the Computer Misuse Act 1990. His 20 years
experiencein IT security now lendsitself to global radio and TV broadcasts, as
well as appearances at conferences and lectures around the world.

Keeping your company’s computers free from hackers, viruses, spammers,
phishing attacks, social engineers and all the other things that can result in loss of
datais adifficult job. Defeating the Hacker is abook about how to protect your
computer systems becoming ancther victim of the hacker. It's an instant primer
into al the things that can go wrong, with advice on how to stop it happening or,
if it'stoo late, how to fix the damage.

- Presents unique, UK based, insider information on hacking and security from
someone who has operated on both sides of the divide

- Develops a populist seam within ahot IT area: security

- Shows readers how and why hacking is made possible, whilst suggesting ways
to avoid being avictim of it

- Written in adynamic, conversational, yet knowledgeable, style

- Filled with information and anecdota evidence aimed at I T professionals and
those with a more general interest

Defeating the Hacker allows the reader to learn how to protect their computer
systems with advice from someone who knows how to break into them.
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The current struggle between IT security and computer hackers is reaching crisis point. Corporate
dependency on computers and the Internet as well as the rapid spread of broadband into more households has
resulted in afeeding ground for hackers around the world. Estimated damage costs are now making their
way into the billions. The need for some good advice is long overdue.

Rabert Schifreen, a self-confessed ex-hacker, made history in 1985 when he became the first person in the
world to face ajury trial in connection with computer hacking. His subsequent acquittal in the High Court
led to achangein UK Law and the introduction of the Computer Misuse Act 1990. His 20 years experience
in 1T security now lends itself to global radio and TV broadcasts, as well as appearances at conferences and
lectures around the world.

Keeping your company’s computers free from hackers, viruses, spammers, phishing attacks, social engineers
and all the other things that can result in loss of datais adifficult job. Defeating the Hacker is a book about
how to protect your computer systems becoming another victim of the hacker. It's an instant primer into all
the things that can go wrong, with advice on how to stop it happening or, if it'stoo late, how to fix the
damage.

- Presents unique, UK based, insider information on hacking and security from someone who has operated
on both sides of the divide

- Develops a populist seam within ahot IT area: security

- Shows readers how and why hacking is made possible, whilst suggesting ways to avoid being a victim of it

- Written in adynamic, conversational, yet knowledgeable, style

- Filled with information and anecdotal evidence aimed at IT professionals and those with a more general
interest

Defeating the Hacker allows the reader to learn how to protect their computer systems with advice from
someone who knows how to break into them.
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Editorial Review

Review

"...It'shard to imagine that there's any category of computer user -- domestic, small business, corporate --
who won't find something of valuein this book....Defeating the Hacker is a useful and well-written book,
particularly for home and small business users...." (ZDNet.co.uk, April 2006)

"...Schifreen is now a kosher security expert and Defeating the Hacker is his non-technical guide through
this murky world....It's hard to imagine any kind of computer user who won't find something useful here...."
(The Glasgow Daily Record, April 2006)

"It's accessible and easy to read and the best thing isthat every chapter has five practical points at the end for
you to act on to improve your company's security.” (Radio Five Live, April 2006)

"...definitely worth reading..." (The Register, July 2006)

From the Inside Flap

Rabert Schifreen isaclassic ' poacher turned gamekeeper* . During the early 1980s he was an active
computer hacker. In 1985 he exploited information that he found on the British Telecom Prestel computer
system and managed to discover the system manager passwords. Armed with these, he was ableto log in as
any of the system's 50,000 customers, including His Royal Highness Prince Philip, Duke of Edinburgh.

Shortly after this, Robert was arrested and subsequently became the first person in the world to be tried by a
jury in connection with computer hacking. He was ultimately acquitted on all charges, which resulted in a
changeinthelaw. Inthe UK, the Computer Misuse Act 1990 now outlaws unauthorised accessto a
compulter.

Defeating the Hacker revealsinformation and practical advice on all the problems facing I T security today.
Key highlights include:

- creating your information security policy
- international laws and standards

- making wireless networks secure

- protecting your web site

- how hackers use search engines

- the curse of spam

- Securing your premises

- planning for the worst

From the Back Cover

"Excellent, practical, comprehensive; peppered with good data, colourful anecdotes and practical common
sense action points enabling you to solve some big problemsin an intelligent way. A great read and an even
greater "Handbook.""

—John Madelin, Director of Corporate Development, RSA



"Thisisarefreshingly different approach to writing about security."
—Martin Veitch, Executive Editor, I T Week

According to asurvey carried out by Lloyds TSB, 54% of all PCs and laptops have been infected with a
computer virus

Computers and the Internet are a virtual battleground for IT security and hackers. For years, systems have
been attacked and defended; the cost of this cyber war has spiraled and will continue to rise. As technology
improves, so do the hacker’ s weapons of mass destruction.

Defeating the Hacker is abook about hackers, crackers, phishing, pharming, spammers, scammers, virus-
writers, Trojan horses, malware and spyware, and how to keep them at bay. Whether you are working in the
office or from home, shopping online or checking your e-mails, the hacker could be stalking your computer
system.

So what makes this book different from other security books? Quite simply, the author used to be aworld-
famous hacker. So you' re getting advice from someone who knows just how exhilarating it can be to break
into other people's computers and who has, in the past, got his kicks from exploiting information
surrounding a member of the Royal Family.

This gripping book shows you how to protect yourself, your computer and your organisation with practical
advice from someone who has now beaten the addiction, and for the first time, reveals al the dirty tricksto
watch out for!

Users Review
From reader reviews:
Sonja Johnson:

With other casg, little persons like to read book Defeating the Hacker: A non-technical guide to computer
security. Y ou can choose the best book if you like reading a book. Provided that we know about how is
important a new book Defeating the Hacker: A non-technical guide to computer security. Y ou can add
expertise and of course you can around the world with a book. Absolutely right, mainly because from book
you can realize everything! From your country until eventually foreign or abroad you may be known. About
simple thing until wonderful thing you are able to know that. In this era, we could open a book or searching
by internet device. It is called e-book. Y ou should use it when you feel bored to go to the library. Let's study.

Mark Thomas:

The e-book with title Defeating the Hacker: A non-technical guide to computer security includes alot of
information that you can understand it. Y ou can get alot of help after read this book. This book exist new
information the information that exist in this book represented the condition of the world now. That is
important to yo7u to learn how the improvement of the world. This specific book will bring you within new
era of the the positive effect. Y ou can read the e-book with your smart phone, so you can read it anywhere
you want.



Albert Christensen:

Playing with family in avery park, coming to see the ocean world or hanging out with friends is thing that
usually you might have done when you have spare time, and then why you don't try point that really opposite
from that. Just one activity that make you not experiencing tired but still relaxing, trilling like on roller
coaster you have been ride on and with addition details. Even you love Defeating the Hacker: A non-
technical guide to computer security, you can enjoy both. It is very good combination right, you still need to
miss it? What kind of hangout type isit? Oh can happen its mind hangout men. What? Still don't obtain it, oh
come on itsidentified as reading friends.

Ann Foley:

Do you have something that you want such as book? The reserve lovers usually prefer to choose book like
comic, limited story and the biggest you are novel. Now, why not striving Defeating the Hacker: A non-
technical guide to computer security that give your satisfaction preference will be satisfied by simply reading
this book. Reading routine all over the world can be said as the opportunity for people to know world far
better then how they react in the direction of the world. It can't be claimed constantly that reading practice
only for the geeky person but for all of you who wants to become success person. So, for al you who want
to start reading through as your good habit, you may pick Defeating the Hacker: A non-technical guide to
computer security become your current starter.
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